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Abstract

Website fingerprinting attacks let attackers determine which websites a user visits, posing a significant risk
to online privacy. Website fingerprinting attacks have been demonstrated both in the network-based setting,
where the adversary is able to observe the network traffic between the user and the secure network, and
in the cache-based setting, where the adversary injects malicious JavaScript code into the user’s browser
and observes memory activity. In both of these settings, previous research has demonstrated that state-
of-the-art website fingerprinting attacks can succeed even in highly-constrained environments, for example
when attacking the privacy-enhanced Tor browser. One known limitation of website fingerprinting attacks,
however, is their sensitivity to concept drift — as the time difference between the training period and the
actual attack grows, the accuracy of the model used in the fingerprinting attack degrades due to changes in
webpage content, network conditions, and the software implementation of the browser. This phenomenon
is a known challenge in website fingerprinting.

This study provides a quantitative analysis of the effect on website fingerprinting attacks of concept drift
in both the network-based and cache-based settings, based on a website fingerprinting trace dataset collected
over a period of several months. It examines the effect on accuracy of changes both to the browser version
and to the website content. It then investigates multiple approaches for addressing concept drift, assuming
the attacker can add a limited amount of fresh data to his training dataset.

Our evaluation shows that using advanced machine learning techniques can significantly reduce the effect of
concept drift on website fingerprinting attacks, and that, specifically, an incremental learning approach nearly
maintains the model’s accuracy over time, while requiring only 2% of the data needed for full retraining.
This finding demonstrates the practicality of long-term website fingerprinting attacks in the real world.
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1. Introduction sessions. Even the identity of source and the des-
tination of browsing traffic, which was tradition-
ally available to on-path eavesdroppers [30], has

been recently become harder to detect due to the

The importance of private and secure web brows-
ing is evident. Given access to a user’s brows-

ing activities, an adversary can easily learn about
the user’s affiliations, sexual orientation, or politi-
cal views. Exposing this information could be dan-
gerous to the user, and even risk the user’s life in
some regions of the world. As the amount of sensi-
tive information being transmitted over the Inter-
net grows, it is crucial that users have confidence
in the privacy of their web browsing activity.

One significant development in protecting user
privacy has been the upgrade from HTTP to
HTTPS, which utilizes Transport Layer Security
(TLS) to encrypt data, and thus prevents on-path
adversaries from reading and modifying browsing
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growing use of Encrypted Server Name Indication
(ESNI) [17], virtual private networks (VPNs) and
the Tor network [47].

Nevertheless, even in the absence of explicit
knowledge of the data being exchanged, and of the
server being accessed, an adversary can still indi-
rectly infer the user’s browsing activity by ana-
lyzing side-channel metadata, such as the statis-
tical characteristics of network traffic, or the ac-
tivity of the CPU cache on the user’s computer.
This approach is called website fingerprinting, and
has been shown to be effective in identifying the
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websites a user visits, even in the presence of the
most advanced network security and privacy de-
fenses [15]. Many studies have explored fingerprint-
ing approaches, and have suggested defenses against
this attack [42] [18] [37].

1.1. Threat Model
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Figure 1: The attacker monitors the user’s side-channel
metadata and attempts to discover the user’s browsing activ-
ity. As time passes, the performance of the attack degrades
due to concept drift.

The two actors in the website fingerprinting
threat model are the user and the attacker. The
user browses the web over a secure network, and
may potentially access sensitive websites. The at-
tacker’s objective is to learn which websites the user
is currently visiting. It is assumed that the attacker
can neither directly observe the content of the user’s
network traffic, due to the user of techniques such
as TLS and ESNI, nor can the attacker run mali-
cious software on the user’s computer. Instead, the
attacker must indirectly observe the user’s browsing
activity by collecting side-channel metadata, such
as network traffic characteristics or cache activity,
and then use these traces to infer the user’s brows-
ing activity.

As discussed further in Section there are
two main approaches to website fingerprinting:
network-based website fingerprinting (NBWF') and
cache-based website fingerprinting (CBWF), which
differ in the sources of side-channel data available
to the attacker. Regardless of the chosen approach,
the attacker’s general strategy is to collect side-
channel traces related to the loading and render-
ing of various websites, use these traces to train
a machine-learning classifier, and then later apply
this classifier to previously-unseen traces to try and
detect the website currently being visited by the
user. As already observed by Juarez et al. [I8], one
main challenge on the attacker’s side is the problem
of concept drift. As indicated in Figure [I] as the

time difference between the data used for training
and the data used for testing grows, the classifier’s
accuracy degrades, due to changes both in the con-
tent of the websites being visited, and in the soft-
ware implementation of the browser. We capture
this time difference formally as Arr, defined as the
time in weeks between the training and testing of
the classifier.

L T

g 08 \ i
5 —_—
3)
< 06 —— Cache-based ﬁng;;irlt?g\
Network-based ﬁngerprinting
04 | | | |
0 5 10 15 20 25

App (in weeks)

Figure 2: Website fingerprinting accuracy degrades over time
due to concept drift.

The attacker’s capabilities, knowledge and objec-
tive are summarized in Table [1l

1.2. Motiwwation

Figure [2] summarizes an experiment further de-
scribed in section [l The figure illustrates how
both CBWF and NBWF accuracy degrades from
over 94% when App = 0 to around 50% (above a
base rate of 1%) as App increases. To deal with
concept drift, an attacker must either settle for a
significant decline in accuracy over time, or period-
ically collect fresh side-channel traces and retrain
the classifier. Constantly retraining the classifier
poses a formidable data gathering burden on the
adversary, and may call into question the very prac-
ticality of website fingerprinting, as noted by Judrez
et al. [18], who commented that “[this] strong effect
of time in the classifier’s accuracy poses a challenge
to the adversary who will need to train the clas-
sifier on a regular basis. Depending on the size of
the world that he aims to cover, the cost of training
may exceed the time in which data provides reason-
able accuracy rates ”. Understanding the concept
drift effect, and considering methods for addressing
it, is the main focus of this paper.

While concept drift has not been addressed previ-
ously in the specific context of website fingerprint-
ing, it is a well-known challenge in other fields which
use machine learning to make predictions. Many
methods have studied concept drift and its effects,



Property Cache-based Website Fingerprint- | Network-based Website Finger-
ing printing

Capability Collect cache activity traces (via in- | Collect network traffic traces (via on-
jected JavaScript) path observation)

Knowledge Victim’s computer configuration, closed list of potential websites.

Objective Identify the website currently being visited by the user.

Limitations Cannot directly access website contents or identify server address.

Table 1: Website fingerprinting threat model summary.

and have proposed methods to address it in other
domains such as spam detection, intrusion detec-
tion, and price forecasting [25]. In our work, we
set out to understand the effect of concept drift
on website fingerprinting attacks, and to propose a
methodology for dealing with it effectively.

Our work has two primary goals. The first goal
of our work is to analyze the effect of the two fac-
tors which contribute to concept drift in the website
fingerprinting attack scenario: web content drift,
and browser version drift. We do this by analyz-
ing data from both website fingerprinting attack
domains — cache-based website fingerprinting and
network-based website fingerprinting. Our second
goal is to evaluate state-of-the-art approaches for
addressing concept drift, in the specific context of
website fingerprinting. In particular, we study how
these different approaches allow a trade-off between
the fresh data budget available for retraining the
model and the model’s performance over time.

More specifically, in this paper we answered the
following research questions:

How does concept drift affect the accuracy of
website fingerprinting attacks? How do changes to
website content and to browser versions contribute

to this effect? Can advanced machine-learning

methods be used to mitigate this effect with a

reasonable re-training budget?

To answer these questions, we collected a unique
website fingerprinting dataset that includes net-
work and cache traces for 100 popular websites, col-
lected weekly over a period of 26 weeks and span-
ning 16 consecutive versions of the popular Chrome
browser. We then evaluated the effect of concept
drift on the accuracy of website fingerprinting, and
compared the robustness of both cache side-channel
data and network side-channel data to this effect.
We discovered that the main cause of concept drift
is the change in the content of the websites be-

ing visited, while changes in browser version had
a lesser effect. Next, we investigated three modern
approaches for addressing concept drift with partial
retraining: incremental learning, transfer learning,
and N-shot learning. We quantitatively evaluated
the effectiveness of these approaches using linear re-
gression analysis. Our results show that incremen-
tal learning can practically maintain the model’s
accuracy over time, while requiring only a small
fraction of the data needed for full retraining.
Document structure: The rest of this paper is
organized as follows: section[2|provides background
information on website fingerprinting attacks, cache
side-channel attacks, and concept drift. section
reviews related work on website fingerprinting at-
tacks and concept drift. section [4] describes our
methodology for collecting and analyzing website
fingerprinting traces, and for evaluating the effect
of concept drift. section |[5| presents the results of
our evaluation, and section [f] discusses the implica-
tions of these results. Finally, section [7] concludes
the paper and suggests directions for future work.

2. Background

2.1. Website Fingerprinting

The first to use the term fingerprinting was Hintz
[15], who demonstrated the feasibility of such an at-
tack. As Hintz observed, the unique Document Ob-
ject Model (DOM) structure of webpages, in which
objects such as text, images, videos and scripts are
activated in a deterministic order, results in side-
channel information which is similar for multiple
visits to the same webpage, but varies for visits to
different webpages. Thus, by collecting and sta-
tistically analyzing this metadata, an attacker can
identify the website, or more precisely, the exact
webpage, being accessed, even without direct ac-
cess to the content of the communication or to the
computer under attack.



The website fingerprinting attack consists of sev-
eral stages:

First, the attacker collects a dataset containing
several leakage traces for each website the attacker
wants to identify. Next, the attacker trains a ma-
chine learning classifier on the collected traces. This
can either be done through classical machine learn-
ing approaches, where the attacker first extracts
features from the data, or through a deep learning
pipeline which inputs the raw trace data. Finally, at
some later date, the adversary applies the trained
classifier to leakage traces collected from the vic-
tim’s machine, and uses it to infer the website the
victim is visiting.

2.1.1. Network-Based Website Fingerprinting
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Figure 3: The user visits a website over a secure network.
The attacker observes the traffic between the user and the
secure network.

Website fingerprinting was originally proposed
for a man-in-the-middle (MITM) network at-
tacker [I5]. Such an attack, illustrated in fig. [3| as-
sumes an on-path adversary, who is able to observe
the network traffic between the user and the secure
network. The side-channel information retrieved
from the monitored traffic includes the source IP
address, which identifies the victim’s machine, as
well as packet characteristics such as packet direc-
tion, length, and timing. Note that the adversary
cannot read the content of the packets, as it is en-
crypted, nor can he see the destination addresses of
the traffic, which is assumed to be hidden by the
use of Tor, a VPN, or other secure network tech-
niques. Under this threat model, state-of-the-art
works using deep learning techniques have shown
that website fingerprinting attacks can achieve ac-
curacies approaching 100% [37].

2.1.2. Cache-Based Website Fingerprinting

In parallel to the network-based approach, an-
other line of works, starting with Clark et al. [6],

investigated the use of local side-channel informa-
tion, collected on the user’s computer, to perform
website fingerprinting. As illustrated in fig. [d] in
this case the attacker is not located on the net-
work, but is rather running unprivileged code on
the user’s machine which can indirectly observe the
user’s browsing activity. One well-explored vector
for delivering this code is through a web page which
contains malicious JavaScript code that is down-
loaded to the user’s browser and run in the back-
ground.

Shusterman et al. [41], in particular, showed how
the cache side-channel can be used to successfully
perform an website fingerprinting attack in this set-
ting. The next subsection provides more details on
cache side-channel attacks and their use in the web
context.
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Figure 4: The remote adversary injects malicious JavaScript
code into a browser running on the target machine

2.2. Cache Structure and Operation

The cache is a data structure used to tem-
porarily store frequently-accessed data. It is typ-
ically smaller and faster than the computer’s main
random-access memory (RAM). By storing the
most-recently used data in cache memory stores,
CPU prevents itself from having to obtain data
from the slower RAM, significantly improving per-
formance. Caches typically form a hierarchy of pro-
gressively larger and slower cache levels, with the
last-level cache (LLC) being shared among all cores,
threads, processes, and even virtual machines run-
ning on a given CPU chip [60], as shown in fig.
The LLC is divided into multiple cache sets, each of
which is responsible for a subset of the computer’s
memory. When the processor needs to access data
from the memory, it first checks the relevant sets in
the different caches for the data. If the data is found
in any of the caches, an event referred to as a cache
hit, the processor can quickly access the data [I4].



If the data is not found in the cache, the processor
must access data from the slower main memory, an
event referred to as a cache miss.

L3 (Last-Level) Cache

Figure 5: Last level cache (LLC) architecture

2.2.1. The Prime+Probe Attack

When multiple processes run on a single pro-
cessor, they share the use of the processor’s re-
sources, including the cache. This sharing may
result in unintended communication channels be-
tween programs [16]. Prime+Probe [29] is an attack
that exploits unintended communication through
the cache. Using this attack, an adversary can use a
process to steal confidential information from other
processes running on the same processor, including
highly-protected information such as cryptographic
keys, as shown in [I} 29} [49]. The Prime+Probe at-
tack consists of three main steps: Prime, Idle and
Probe, as demonstrated in figure [6]

1. Prime. In the Prime step, an adversary fills
one or more cache sets with its own code or
data.

2. Idle. In the idle step, the adversary waits for
the victim to use the cache.

3. Probe In the final Probe step, the adversary
stops waiting and measures the time it takes to
load each set of data or code that they primed.

Because of the difference in timing between mem-
ory and cache access, a longer access time during
the probe step indicates that the victim used the
cache and evicted the adversary, while a shorter
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Figure 6: Prime+Probe flow
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access time indicates that the victim did not ac-
cess the cache. As a result, the adversary will be
able to determine which cache sets the victim ac-
cessed. Liu et al. [23] presented an effective imple-
mentation of the Prime+Probe side-channel attack
against the LLC. Concurrently, Maurice et al. [27]
proposed C5, a cross-VM covert channel which does
not measure contention in specific cache sets, but
instead measures contention over the whole cache.

2.2.2. Browser-Based Cache Side-Channel Analy-
518

Variants of the Prime+Probe and C5 attacks
have been demonstrated in the web context [28] 62].
This variant is particularly dangerous due to its
minimal permission requirements, as no special
privileges are needed for its execution. Addition-
ally, this technique can be used to attack a variety
of micro-architectures [43] [13], such as those used
by Intel, ARM, and Apple, without the need to tai-
lor the attack to each architecture. This attack can
even be successfully performed when JavaScript is
completely disabled on the victim’s device [43].

In order to perform browser-based cache side-
channel analysis, an attacker first needs to create
malicious web content designed to probe the mem-
ory activity of the victim’s device. This content can
be a website, an advertisement, or even a seemingly
harmless image or video file. Once the malicious
content has been created, the attacker can use var-
ious means to deliver it to the victim’s device, for
example, by sending it via email or by hosting it
on a malicious website. Once the victim’s device
loads the malicious content, the attacker can con-
tinuously monitor its LLC activity over time. The
resulting side-channel trace can be used to com-
promise the victim’s privacy, just like the network
activity trace is used in network-based website fin-



gerprinting attacks.

2.8. Concept Drift

In many real-world phenomena, the distribu-
tion of data changes over time. Examples include
weather forecasts, which change over the year, cus-
tomer buying preferences, which follow changing
trends and fashions, and even the popularity of dif-
ferent words and phrases in language, which change
as the language evolves over time. When a machine
learning model is trained on data from one time pe-
riod and then tested on data from a different time
period, the model’s accuracy may degrade due to
these changes in the data distribution. This phe-
nomenon is known as concept drift [50]. Works on
concept drift in academic literature attempt to de-
velop frameworks and algorithms for concept drift
detection, to understand the source of the drift to
model its influence on the data source, and to de-
vise methods to adjust the machine learning model
to minimize the drift [25].

Concept drift is a significant problem in the web-
site fingerprinting domain. Websites change over
time as their structure and the objects they contain
(e.g., like photos, videos, and scripts) change. In
addition, the browser itself changes over time as its
software is updated, resulting in differences in the
way it fetches and renders web content. Due to both
of these reasons, the side-channel traces generated
by browser activity change over time, leading to a
drift between the current traces and the ones used
to train the website fingerprinting machine learn-
ing model. This causes the accuracy of the existing
model to decrease, since it cannot match the leakage
trace to the target class. Previous works in the net-
work domain measured the degradation of the clas-
sification model’s accuracy over time [18]37]. They
found that within a few weeks, the model’s accuracy
percentages dropped dramatically. A preliminary
experiment on the cache-based fingerprinting sce-
nario was performed in [44]. The results of this ex-
periment showed that the cache-based fingerprint-
ing is also significantly affected by concept drift. To
date, however, there has been no attempt to char-
acterize and address concept drift in the website
fingerprinting domain using state-of-the-art meth-
ods explored in other domains [12], 59, 53, [10, [8, [9].

3. Related Work

3.1. Website Fingerprinting

Research has shown that network-based web-
site fingerprinting attacks are feasible, even on the
highly-secure Tor network [31], 54, (18] [32]. Those
studies have shown that it is feasible to manually
extract features from the collected traffic traces and
use machine learning algorithms to classify future
traces. As shown in [I§], in many cases, the choice
of features could be more important than the choice
of an algorithm. Sirinam et al. [46] proposed a
new website fingerprinting attack based on a con-
volutional neural network (CNN). Their attack out-
performed previous attacks on the Tor browser and
was evaluated against state-of-the-art defenses (i.e.,
WTF-PAD [19], and Walkie-Talkie [55]).

3.1.1. Website Fingerprinting on Secured Networks

Rimmer et al. [30] investigated the use of deep
learning techniques for website fingerprinting and
performed the first systematic exploration of state-
of-the-art deep learning algorithms applied to web-
site fingerprinting. As part of their study, the au-
thors collected a dataset comprised of over three
million network traces. They were the first to au-
tomate the feature extraction step for classification
using deep learning.

Several studies looked at the possibility of per-
forming website fingerprinting based on local side-
channel information, particularly through the LLC
[28, [44]. Oren et al. [28] explored the possibility of
fingerprinting via malicious JavaScript code. The
authors presented a Prime+Probe cache attack that
can be launched from within sandboxed JavaScript
in a browser and showed how to infer visited web-
sites and track the user’s mouse activity. They also
extended the attack from [23] to LLC in the more
common case of 4KB-sized pages.

Other studies proposed cache-based attacks from
web browsers that employ the Prime+Probe tech-
nique. Shusterman et al. [44] designed and im-
plemented a cache occupancy side-channel attack
through the LLC. Unlike Oren et al. [28], they
used the low-timer resolution supported in modern
JavaScript engines, which was a countermeasure for
cache side-channel attacks. The attack designed by
Shusterman et al. [44] measures contention over the
whole cache, similar to the covert channel proposed
by Maurice et al. [27].

Their attack consists of collecting traces, called
memorygrams of cache occupancy when the



browser downloads and renders websites; deep neu-
ral networks are used to analyze and classify the
collected traces. In contrast to Oren et al. [28],
Shusterman et al. [44] used one-dimensional mem-
orygrams instead of a two-dimensional array repre-
senting multiple individual sets or groups of sets at
each point in time inside the cache.

Figure[7] provides examples of memorygrams. As
can be seen, each website has its unique signature
in the cache. The CBWF attack takes advantage
of this phenomenon and creates one-dimensional
memorygrams.
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Figure 7: Examples of memorygrams

3.2. Concept Drift in Website Fingerprinting

The challenge of concept drift in the website fin-
gerprinting domain was first recognized by Juarez
et al. [I§] in 2014. When discussing the limita-
tions of website fingerprinting methods, the authors
mentioned the cost associated with updating the
machine learning classifier; then, they performed a
concept drift experiment with their classifier and
found that the accuracy of the classifier dropped
sharply to 50% when it was evaluated on data col-
lected 10 days after the date in which their train-
ing data was collected. The authors also indicated
that maintaining a model to keep it up-to-date is
one of the real-world challenges attackers have to
overcome in order to successfully perform a website
fingerprinting attack.

Rimmer et al. [37] evaluated their proposed deep
learning models on data collected over a period of
several weeks. Their classifier’s performance de-
creased by 25% over two months due to concept
drift.

Aiming to solve the concept drift in website fin-
gerprint problem, Attarian et al. [2] addressed
the problem as an online-learning with continu-
ously updating stream data. The authors proposed
AdaWFPA, an adaptive online website fingerprint-
ing attack based on adaptive stream mining algo-
rithms. They used the data used by Wang et al.
in [56]. Their method used the Adaptive Hoeffd-
ing Tree model. Although their classifier achieved
a perfect score, the dataset used to evaluate the at-
tack was collected over a short period of time and
there was no evidence of any influence by the con-
cept drift. It is thus difficult to compare their re-
sults directly to ours. For our study, we created a
unique dataset consisting of traces collected over a
significant amount of time, allowing concept drift
to be properly evaluated.

3.83. Addressing Concept Drift

Various methods have been proposed for dealing
with concept drift. In this section, we discuss the
methods we have chosen suited to our problem.

3.8.1. Transfer Learning

Transfer learning is a method in which informa-
tion obtained by training a model in a particular
domain is used to solve a problem from a different
domain [57]. Transfer learning can be used when
there are two similar tasks, and there is a trained
model for one of them. The existing model archi-
tecture and its weights can be used to train a model
that fits the second task, even when there is an in-
sufficient amount of data.

Transfer learning differs from traditional machine
learning because it uses a pre-trained model as the
springboard for the initiation of a secondary task.
Previous studies have shown that the layers and pa-
rameters of deep architectures can capture the un-
derlying domain-invariant data representation [24].

An example use of this technique in concept drift
problems was presented by Garcia et al. [12]. In
their work, they explored how transfer learning can
enhance malware detection systems facing concept
drift, where the characteristics of malware change
over time. Additional researches in the field which
use this method to adapt to concept drift include
Xie et al. and Wang et al. [59, £3]. Recent re-
search has also demonstrated the effectiveness of
integrating transfer learning and concept drift de-
tection methods for wind power forecasting [52].



3.3.2. Incremental Learning

Incremental learning methods are used to train
models gradually over time. This type of learning
retains the knowledge acquired from old instances
to classify new instances. Prior studies developed
incremental learning techniques by leveraging linear
classifiers, an ensemble of weak classifiers, nearest
neighbor classifiers, and similar methods. [4, [34,
21].

The advances in deep learning seen in the last
decade have been accompanied by studies on the
use of incremental learning in deep neural network
models. Rebuffi et al. [35] proposed a method
which is used to select a small number of instances
from each class. Xiao et al. [58] presented a training
method that grows a network hierarchically as new
training data are added. Rusu et al. [38] proposed
the use of progressive neural networks for reinforce-
ment learning which increases the number of layers
in the network to handle new coming data.

One usage of incremental learning in concept
drift is shown by Sheu et al. [40]. They focus on
spam filtering and used decision trees for classifi-
cation. The incremental learning model assumed
regular updates of their dataset to detect concept
drift in new emails. Incremental learning is widely
used to detect concept drift by other authors, in-
cluding Elwell et al. and Ditzler et al. [10, [, [9].

3.3.83. N-Shot Learning and Triplet Loss Networks

In multi-class classification tasks, deep learning
models are often used to assign input feature vec-
tors to one of several predefined categories. These
models apply nonlinear transformations to the data
via the network architecture and adjust the weights
of the network using a cross-entropy loss function to
minimize the uncertainty in the predicted probabil-
ities. Despite the ability of the model to discrimi-
nate between different classes, feature vectors from
the same class may be assigned different embed-
dings in the output vectors layer. Similarly, feature
vectors from different classes may receive similar
embeddings that are still distinct enough for accu-
rate classification. The stability and consistency of
these embeddings can impact the model’s overall
accuracy, and regularization techniques and diverse
training data can be used to improve the model’s
performance.

Triplet loss networks [39] offer an alternative
method for achieving stability and consistency.
This method receives three input vectors: an an-
chor, positive examples, and negative examples,

and its goal is to optimize the network so the an-
chor and positive examples will obtain similar and
different embeddings for the anchor and the nega-
tive example. Thus, the output of this network is a
vector embedding rather than a classification. This
feature vector representation aims to extract fea-
tures for classes from the same domain, even if the
domain was not used to train the classifier. There is
no need to retrain the classifier for every new class;
instead, a few feature vectors can be collected, and
their embeddings can be classified using a simple
classifier like k-nearest neighbors.

This network’s advantage in concept drift prob-
lems stems from the fact that the embeddings of the
extracted vectors do not depend on the label or the
time at which it was collected. The N-shot learning
method was the subject of previous studies on web-
site fingerprinting and demonstrated good results
[B]. It was also used for concept drift detection by
Yu et al. and other authors [61].

3.4. Adaptive Deep Learning in Adversarial Set-
tings

A similar problem to concept drift is the prob-
lem of adversarial attacks on deep learning mod-
els. In adversarial settings, especially in the online
setting, attackers can observe the model’s predic-
tions, and subsequently adapt their attacks to cause
the model to misclassify their inputs. For example,
spammers can observe the behavior of a spam fil-
ter, and change the format their spam messages to
bypass the filter [T} [7], and malware creators can
change the binary format of their malware to bypass
a deep learning-based antivirus program [20]. The
methods used by the defender in this case are sim-
ilar to those used to address concept drift: detect
this change in the attacker’s behavior, adapt the
model to correctly classify this new behavior, and,
ultimately, attempt to build a robust model that is
not affected by the attacker’s changes [63] [33] 26].

4. Methods

4.1. Motivation

Our experiment setup is designed to answer the
research questions posed in section Specifically,
we aim to understand the effect of concept drift on
the accuracy of website fingerprinting attacks, to
isolate the effects of website content changes and
browser software changes, and to compare the ro-
bustness of cache side-channel data and network



side-channel data to this effect. We also aim to eval-
uate the effectiveness of modern machine learning
methods for mitigating the effect of concept drift
on website fingerprinting attacks.

To achieve these goals, we first describe our sys-
tem setup, then describe our dataset collection
methodology, and finally describe the methods we
used to analyze the dataset and evaluate the effect
of concept drift.

4.2. System Setup

Our experimental setup is designed to collect
cache and network side-channel traces generated
while a user is browsing the web. To collect the
data, we set up machines with an Intel Core i5-
10500 CPU at 3.1GHz with a 12MB last-level cache,
16GB of RAM, and running the Ubuntu v20.04 op-
erating system. These machines ran scripts which
looped over a set of websites, using the Google
Chrome browser controlled by the Selenium driver.
In our experiment we captured network and cache
side-channel trace data simultaneously. To capture
network traces, we connected both machines to the
Internet through a man-in-the-middle machine, fol-
lowing the methodology of Shusterman et al. [44];
To acquire cache contention data, we opened a
JavaScript attack page on the machine under test,
in parallel with regular browsing. This attack page,
similarly based on Shusterman et al. [44], probes
the whole LLC every two milliseconds for a period
of 30 seconds, producing a one-dimensional vector
of 15,000 values representing cache contention over
time.

4.8. Dataset Collection

The goal of our dataset collection was to capture
the effect of concept drift on website fingerprint-
ing attacks, and in particular to isolate the effect of
website content changes from the effect of browser
software changes. To do so, we set up two identical
machines using the setup of section 4.2l The ver-
sion of Chrome on the first machine was fixed at
version 92.0. The data collected on this machine is
therefore affected only by webpage content changes.
The second machine was updated weekly with the
latest version of the Google Chrome browser, span-
ning versions from 92.0 to 99.0 over the course of
the experiment. The data collected on this ma-
chine simultaneously followed the natural drift in
two vectors — content updates and browser version
updates. To prevent a case where a single dataset

contained traces from multiple browser versions, we
checked to see whether a browser update was avail-
able only at the beginning of each week. The exact
list of versions of the Google Chrome browser used
in the experiment is provided in the Appendix.

Over a period of 26 weeks, we used both ma-
chines to collect cache and network side-channel
traces while browsing 100 popular websites. While
choosing a larger number of websites could have
been more representative of the diversity of the
web, we chose to limit ourselves to 100 websites
to we could finish a single iteration of the experi-
ment over the course of a single week, while mak-
ing sure we collected a reasonable amount of traces
for each website during each iteration. The list
of websites was chosen from the (now deprecated)
Alexa Top-100 listing for May 2021, as listed in the
Appendix. Recognizing that the original list com-
prises numerous variations of similar websites, such
as amazon.com and amazon.co.uk, we excluded du-
plicates and supplemented the dataset with next in
popularity URLs to ensure a diverse representation.
Each website was loaded 100 times, resulting in a
weekly total of 10,000 samples for each machine and
each type of attack. At the final week of the exper-
iment, we collected a third dataset which included
10 samples from each of the top 100 Alexa websites,
collected using 16 different versions of the Google
Chrome browser.

Since the entire experiment was completed in less
than a week, we implicitly assumed that the web-
page fingerprint does not change significantly dur-
ing this time. This experiment was designed to
highlight the effect of browser updates on accuracy,
while limiting the amount of variability in the web-
site content itself. To summarize, we collected three
main datasets, where each dataset contains both
cache and network traces: in the first, the browser
version was kept constant while the website content
was updated; in the second, both the browser and
the website content were dynamically updated; and
in the third, the browser version was updated while
the website content was kept constant.

4.4. Machine Learning Models Evaluated

Our evaluation includes the three machine learn-
ing models described in section [3.3] as well as two
baseline models: a No-Retrain model that is trained
once in the beginning of the campaign and does not
address concept drift, and a model that is fully re-
trained from scratch every week. The full retrain-
ing strategy should offer the highest accuracy, but



at the cost of requiring the most data to be col-
lected and managed. The No-Retrain model, on
the other hand, should offer the lowest accuracy,
as it does not address concept drift at all, but it
has the advantage of requiring the least data to be
collected and managed. The three more advanced
models, transfer learning, incremental learning, and
N-shot learning, offer a tradeoff between accuracy
and data collection requirements. Each of these
models is evaluated using two different retraining
budgets: one where the model is retrained using
10% of the size of the full dataset (corresponding
to 10 traces per label), and one where the model is
retrained using 2% of the size of the full dataset,
corresponding to 2 traces per label. The models we
evaluated are summarized in table 2] below.

Model

No retraining
Transfer Learning
Incremental Learning
N-Shot Learning
Full retraining

Retraining Budget
0%
10% and 2%
10% and 2%
10% and 2%
100%

Table 2: Machine learning models evaluated

All of our machine learning models are based on
the LSTM neural network architecture proposed by
Shusterman et al. [44]. This architecture contains
two blocks which perform local feature extraction
and dimensionality reduction tasks, followed by a
third block which performs the classification.

Each of the first two blocks consists of a convo-
lutional layer and a max-pooling layer; the convo-
lutional layer extracts local features from the input
trace, and the max-pooling layer sub-samples the
block output to reduce its dimensions. The third
block contains an LSTM layer that extracts tempo-
ral features from the local features extracted by the
first two blocks and a dropout layer that performs
regularization on the output to avoid over-fitting.
The last layer is a fully-connected layer whose size
is based on the number of websites it will clas-
sify. During training, the model weights were op-
timized using the Adam optimizer while minimiz-
ing categorical cross-entropy criteria. This archi-
tecture was used as-is for the No-Retrain and Full-
Retrain models, and was adapted for the transfer
learning, incremental learning, and N-shot learn-
ing models, as described below. For the transfer
learning method, The attacker stores a pre-trained
model which serves as a base for future attacks.
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Although the model itself has a basic knowledge
of general feature extraction from webpage finger-
printing traces, the patterns it learns for specific
webpages are considered outdated, as this model
may have been trained long time before the actual
attack. In order to execute an effective attack, the
attacker collects a relatively small amount of recent
fingerprinting traces and uses them to fine-tune the
base model. This method was chosen for its low
maintenance costs, as the attacker only needs to
store a single base model and then fine-tune it us-
ing a small amount of traces collected a few days
before the attack.

For the incremental learning method, as in the
previous method, the attacker trains an initial
base model. In contrast to the transfer learn-
ing method, however, in this method the attacker
maintains the model periodically by continuously
fine tuning it with small quantities of fresh data.
This method provides a ready-to-use model with
a smaller budget of fresh traces than the transfer
learning method, but it must be constantly main-
tained. Compared to the transfer learning method,
this method requires less fresh data per training
session, but more data overall. In addition, as we
show below, this method is the most effective in
maintaining the model’s accuracy over time.

The N-shot learning model requires a more ad-
vanced approach. Here, the goal is to create a ro-
bust embedding that maximizes the KL-divergence
between different webpage labels and minimizes it
between similar webpage labels. As the embedding
approaches this goal, different webpage labels be-
come more linearly separable, allowing the embed-
dings to be discriminated by a simple classifier such
as k-nearest neighbors.

In our setting, the data for this method was ac-
quired as follows: To train the embedding model,
we kept a ratio of 90 traces for each of 100 web-
pages. In contrast to the transfer learning and in-
cremental learning settings, however, in this setting
we added an additional 30 traces per 100 webpages
every two weeks, an addition which made the data
more diverse, contributing to the model robustness.

The model training was divided into two parts:
First, a model with a similar architecture to pre-
vious methods was trained on the first 60 traces *
100 webpages. Next, we replaced the last layer of
the LSTM classifier with a dense layer with a linear
activation function, and trained it while minimizing
the triplet semi-hard loss function on the rest of the
data.



During the attack period, we collected additional
2% or 10% of the data, embedded it using the em-
bedding model and trained a KNN model on the
data embeddings. In the evaluation part, we em-
bedded the evaluation set traces and predicted their
label using the KNN model.

Unlike the previous methods, the N-Shot learning
base model operates as an embedding model rather
than a classification model. This unique character-
istic suggests its potential as a foundational model
for identifying even unseen webpages, leveraging
minimal examples during the classification phase.
While acknowledging this capability, it is impor-
tant to note that exploring such functionalities falls
beyond the scope of this paper.

4.5. Data Preprocessing

Before training a machine learning model, the
raw data traces must be preprocessed. The cache
contention vector has 15,000 floating-point values
ranging from 2 to 8, denoting the time in millisec-
onds it takes to probe the LLC. We applied stan-
dardization on these vectors to optimize the neural
network’s training sessions.

The size of the raw network traces varied; there-
fore, we padded the short traces with zeros and
limited the longer traces to a constant number of
1,500. To process the network traces, we followed
the methodology of Juarez et al. [I8], represent-
ing every outgoing packet as 1 and every incoming
packet to —1. As a final preprocessing step, we
standardized each vector.

4.6. Assumptions

Our website fingerprinting setup follows several
assumptions commonly held in similar works in the
field [18].

Closed-World. Website fingerprinting is com-
monly evaluated in two scenarios. The first one
is the closed-world scenario, and the second and
more general is the open-world scenario. In the
main part of this research, we evaluated our at-
tacks on the closed world scenario, which will al-
low us to analyze and compare the performance of
classification approaches. In this scenario, the vic-
tim only browses a pre-known list of sites. As a
result, the attacker can train a model on data col-
lected when browsing those sites. Equipped with
the knowledge that in the future, the victim would
only visit sites the model was trained on, the model
is tasked with predicting the site the user visited in
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our evaluation. This contrasts with the open-world
scenario, in which there is a possibility that the
victim may visit an unknown, unmonitored site. In
this setting, the model must have another possible
classification value representing an unknown web-
site, which is not in the list of monitored websites.
In Section [5.5.1] we perform a limited evaluation of
the open-world scenario, and show that it is simi-
larly affected by concept drift, and that the meth-
ods we propose for handling concept drift are also
effective in this scenario.

One Tab. Like other website fingerprinting
studies, our attack model assumes that the victim
browses just one webpage at any given time. The
only other open tab is the page containing the ma-
licious JavaScript code. That is, two tabs are open
on the victim’s machine, one of which measures the
cached content and sends it to the attacker. We do
not, however, assume that both tabs are open on
the same browser; in fact, the victim may be using
two different browsers.

No Background Traffic. Our final assump-
tion, widely adopted in the literature, is not trivial
— we assume that the attacker has the ability to
isolate the network traffic associated with the con-
nection to the server from traffic associated with
other applications on the target machine. This is
a complex assumption, since it is possible to open
a connection over a Tor or VPN connection to sev-
eral services simultaneously, resulting in a scenario
where a man-in-the-middle attacker cannot assign
every message passing through the network to a
particular connection.

5. Results

In this section we assess how well the machine
learning model performs under various maintenance
methods. Each maintenance approach is allocated
a budget, which is used to ensure the model stays
fresh. This budget represents a percentage of the
full-size database required to train a new model
from scratch. It is important to note that the bud-
get allocated to model maintenance relates to each
weekly fine-tuning step, and not to the total num-
ber of traces used throughout the campaign’s his-
tory. Here is a breakdown of the budget indicators:

e For the full-retraining method, the budget is
set at 100% of the training set.
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Figure 8: Accuracy comparison — Dynamic browser version and Dynamic web content

e In the incremental learning method, the bud-
get is refreshed weekly, as this method requires
weekly fine-tuning of the model.

e Transfer and N-shot learning methods allocate
the budget for a single fine-tuning session, con-
ducted in the same week as the evaluation on
the test dataset, and consume no data in all
other weeks.

e The no-retrain method operates with a budget
of 0%.

When comparing different methods, we must
consider the trade-off between the effort required to
collect fresh data and their resulting performance.

5.1. Evaluation Metrics

When comparing methods for model mainte-
nance, the accuracies of a multiple testing exper-
iments need to be combined into a single indicator
that represents the ability of the method to miti-
gate concept drift. As an initial step, we apply the
Kolmogorov-Smirnov test, which is used to compare
continuous distributions of two samples or to test
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whether a sample comes from a particular distri-
bution. Using this test, we will check whether the
Static and the Dynamic browser versions come from
different distributions. Next, to compare between
multiple maintenance methods, we decided to use
the slope of a linear regression curve fit. A large
negative number for the slope indicates a stronger
trend of accuracy degradation over time. Using this
method allows us to see beyond individual accuracy
values, allowing us to compare different methods
with initially-different accuracy levels.

5.2. Dynamic Browser Version,
Content

Dynamic Web

This experiment captures the default behavior
of concept drift by measuring the impact of both
noise vectors: the dynamic web content and the
constantly-changing browser version. Due to the
combination of these two factors, we hypothesized
that this setting will be the hardest for all mainte-
nance methods. Figures and show
CBWEF and NBWF classifier performance when
comparing different maintenance methods and set-
tings. In the figures, the x-axis indicates the week
in which the test set was acquired, and the y-axis
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Figure 9: Effect of Google Chrome version drift on classification accuracy (trained on version 92.0)

presents the classifier’s accuracy on the test set. We
also report on the significance of these results using
a Kolmogorov-Smirnov one sided test with signifi-
cance level of 0.01, When training and testing data
were both captured during the same week, over 95%
accuracy was observed for both the network and
cache contention classifiers. Over the 26-week pe-
riod, however, it decreases up to 60%. In a setting
with a 10% training budget, we observe that all
maintenance methods perform well, with slight dif-
ferences in accuracy. Table Section [5| shows that in
this setting, the incremental and transfer learning
methods on CBWF model have slopes of 0.049 and
-0.055, which are better than the N-shot learning
method which obtains a slope of -0.140, with all
differences being statistically significant. For the
NBWF model, the the incremental learning method
is significantly better than the other two, while the
difference between the N-shot and transfer learn-
ing models is not significant. When moving to the
2% training budget settings, for the CBWF model
the N-shot and incremental suffer a minor degra-

dation, to slopes of -0.295 and -0.228, respectively,
which are statistically indistinguishable. The trans-
fer learning method, however, degrades to a slope of
-0.672, which is significantly worse than the other
two methods. In the NBWF model with a 2% train-
ing budget, the N-shot learning method is signifi-
cantly better than the other two, while the differ-
ence between the incremental and transfer learning
methods is not significant.

5.8. Dynamic Browser Version, Static Web Con-
tent

In this experiment, we measured how a model
trained on data from an early browser version per-
formed when presented with traces collected from
newer browser versions. To minimize the effect of
changes to the content of the webpages themselves
on accuracy, we ran this experiment over a short
time period. This required us to collect a smaller
portion of data for every test version. The entire
experiment finished in less than two weeks, during
which we were able to collect 10 traces for each of
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Figure 14: Accuracy comparison — Static browser version and Dynamic web content

the 100 webpages for each browser version we eval-
uated. Our experimental data captured 16 different
Chrome versions, including 6 major version updates
(e.g., from 92.0 to 98.0) and an additional 10 mi-
nor version updates. As in previous experiments,
this experiment was conducted on both CBWF and
NBWF models, and their data was collected simul-
taneously on the same machine. Figure [J] shows
the effect on accuracy of a model trained on the
prior version (92.0) of Google Chrome data while
predicting on traces collected on 15 later versions.
The results in the figure show that in both models
there is a sharp accuracy drop after changing the
1st version — from 92.0.4515.159 to 93.0.4577.63, af-
ter which the accuracy degradation becomes more
moderate over versions. After the 1st major ver-
sion change, which reduced both models accuracy
by 15%, additional updates had a smaller, but still
noticeable, marginal effect on accuracy. This was
observed both for major and for minor version up-
dates. In conclusion, the browser version changes
have a significant effect on the accuracy of the web-
site fingerprinting models, but we note that the ef-
fect is not as severe as the effect of changes in the
content of the webpages themselves.

To further investigate the effect of browser ver-
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sion changes on the accuracy of the website fin-
gerprinting models, we analyzed the results of
the two previous experiments, and conducted a
Kolmogorov-Smirnov statistical test on the accu-
racy results of the dynamic content—static version
and the dynamic content—dynamic version experi-
ments. For the CBWF experiment, the test con-
cluded that browser version change significantly
contributes to concept drift (p=0.98e-6). For the
NBWF experiment, in contrast, we cannot make
this claim, due to a p-value of 0.021.

5.4. Static Browser Version, Dynamic Web Con-
tent

In the static browser experiment we measured
the base classifier’s performance degradation over
26 weeks, where the parameter that varies is the
website content. Figures [I0] [IT} [[2] and [I3] present
the static browser version experiment results for the
cache contention-based and network-based classi-
fiers. In general, we see that the different mainte-
nance methods show similar behaviors to the ones
observed in the previous experiment which models
dynamic browser versions.



5.5. Additional Evaluations
5.5.1. Open World Scenario

In addition to the closed-world scenario, we also
performed a limited evaluation of the model in an
open-world scenario. In this scenario, the model
is trained on a set of sensitive webpages, but is
also expected to detect non-sensitive webpages that
were not part of the training set. We simulated
this scenario using 70 sensitive webpages and 30
non-sensitive webpages, each having 100 traces. We
evaluated this use-case in both network and cache
domains. The model structure remained the same,
except for the output softmax layer, which now has
a size of 70. While predicting the classes, we set a
threshold that determined whether the model was
confident enough to recognize a website. Below-
threshold confidence values over all websites were
interpreted as a Non-Sensitive label. In this sce-
nario, we compared the No-Retrain method to the
Transfer learning method. We chose to evaluate
this scenario with transfer learning, because it is
well-suited for scenarios where the attacker has lim-
ited opportunities to collect fresh data monthly
from the target environment. This approach sig-
nificantly reduces the data collection burden while
still enabling the model to adjust to recent changes
in website content. We also experimented on static
browser versions in both cache and network do-
mains, to isolate the temporal drift factor from the
browser drift factor. Here we compared the F2-
Score of the No-Retrain use case with the Transfer-
Learning method. The F2-Score prioritizes recall,
making it more sensitive to false negatives, We used
this score because we prioritize finding the sen-
sitive labels, rather than predicting non-sensitive
ones. In the figures [T5] and we can see that
in both Cache and Network models, the Transfer-
Learning method has a small but significant ac-
curacy advantage of around 3%, compared to the
No-Retrain method. This shows that our transfer
learning method is effective in adapting to changes
in the target environment, even in the open-world
scenario.

5.5.2.

Several works have proposed countermeasures to
mitigate the effectiveness of website fingerprinting
attacks [19] 65, 3, 22]. The common approach of
many of these countermeasures is to add noise to
the traces collected by the attacker in the online
phase of the attack, either by perturbing the net-
work, or by creating artificial traffic on the network.

Countermeasures
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Since this noise is not available to the attacker at
training time, this approach effectively reduces the
accuracy of the attack. While there is an existing
body of work on countermeasures which are effec-
tive against website fingerprinting attacks assuming
A7 = 0, no previous works considered the com-
bined effect of concept drift and countermeasures.
To evaluate the impact of concept drift on the ef-
fectiveness of countermeasures, we simulated two
types of countermeasures: a cache-based counter-
measure and a network-based countermeasure.

Cache Countermeasure: We simulated the
cache countermeasure as Gaussian noise added
to cache evaluation traces, while the model was
trained on clean data. To evaluate the impact of
this countermeasure on static-browser cache data,
Gaussian noise with a mean of 0 was added, and
three settings of standard deviation (std) were
tested: 0.1, 0.2, and 0.3.

In the No-Retrain case, when applying the coun-
termeasure, we observed an accuracy drop between
10% and 50% as the standard deviation increased
from 0.1 to 0.3. The impact of concept drift itself
remained a moderate decline in accuracy, whereas
the countermeasure was responsible for the most
significant accuracy drop.

Network Countermeasure: We simulated the
network countermeasure by randomly adding pack-
ets to the network trace. In this experiment, we
considered two noise parameters: the probability of
adding a packet and the standard deviation (std) of
the added packet size. For simplicity, we increased
both the added packet probability (P) and the size
std together to amplify the noise effect. Figure
shows that when std is 300 and P is 0.1, the degra-
dation in accuracy is minimal. However, when these
parameters are increased to std=600 and P=0.3,
the accuracy drops by 50%.

Having established a baseline for the No-Retrain
method, we compared the performance of this ap-
proach with the transfer learning method, assum-
ing an attacker budget of 10% of the traces col-
lected weekly and a noise power of 0.1. As Fig-
ure shows, transfer learning significantly slows
down the accuracy degradation caused by the noise
countermeasure, when combined with concept drift.
When, however, the noise power is increased to 0.2,
we observed that the transfer learning method does
not noticeably improve accuracy, and that the ac-
curacy drops to a level similar to that of the No-
Retrain method. This can be intuitively explained
by the fact that the perturbation introduced by the
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countermeasure at such a high level of noise over-
whelms the accuracy gain offered by transfer learn-
ing.

6. Discussion

In this study we investigated the use of differ-
ent methods for dealing with concept drift in the
context of website fingerprinting attacks. We ex-
amined three ways of dealing with concept drift:
transfer learning, incremental learning and N-shot
learning, with each method requiring the collec-
tion of new instances every few weeks. We ana-
lyzed each method’s performance over time, using a
dataset collected over 26 weeks that included drift.
Our dataset will be available at https://orenlab.
sise.bgu.ac.il/p/ConceptDrift, along with the
scripts for data collection, models training, experi-
ments code with examples. We found that by col-
lecting a relatively small amount of fresh data, it is
possible to maintain the model’s stability over time.

Our results indicate that incremental learning is
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the superior method. We note, however, that incre-
mental learning learns with the help of the many
examples collected over the 26-week period, while
the other methods rely on a significantly smaller
amount of traces. In cases in which weekly model
maintenance is an issue, or if there is a limited
trace budget, the best method is N-shot learning.
Transfer learning, on the other hand, was not shown
to outperform the other two methods in these re-
spects.

The findings of our research, in which we tackled
one of the challenges associated with website finger-
printing attacks, pave the way toward the successful
implementation of such attacks in the real world.

Surprisingly, no sharp decay in accuracy was ob-
served due to changes in the version of the Chrome
browser. One of our hypotheses at the beginning
of the study was that the accuracy would decrease
significantly as time went on. While this did hap-
pen, it occurred at a more gentle pace than we
expected. This suggest that the updates to the
Chrome browser during our evaluation period did
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Figure 19: Cache-based No-Retrain VS Transfer learning
classifier coutermeasure

not have a major impact on the way the Chrome
browser’s engine uses RAM as it renders the web-
sites. Since we only experimented on the Chrome
browser, and only for a fixed period, we cannot de-
termine whether this behavior generalizes to other
browsers.

6.1. Limitations

While our results suggest that long-term finger-
printing campaigns can be designed to deal with
concept drift, there are some limitations with the
methods we presented in this study. One main lim-
itation is the need for continuous data collection.
Although we aimed to develop methods that signif-
icantly reduce the amount of data that must be col-
lected, in order to maintain a database that results
in high accuracy, the attacker must constantly col-
lect data and retrain the machine learning model.
Collecting data continuously every few weeks may
not always be possible. For example, in the case of
NBWF attacks, there may be attackers who inter-
cept the victim’s traffic using a man-in-the-middle
attack for a limited time (for example, because they
have one-time physical access to the network of the
attacked computer). In these cases, the attacker
cannot collect data continuously as we assumed in
this study. The attack will be feasible, however,
fi the attacker has persistent access to the victim’s
machine, such as in the case of a malware infec-
tion, or if the attacker has control over the vic-
tim’s network, such as in the case of an overly-
curious employer. This limitation is added to the
non-trivial list of criticisms aimed at the general
premise of website fingerprinting attacks, as identi-
fied by Juarez et al. [I8], including assumptions on
the user, the browser, and the network.
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6.2. Generalizability to Additional Websites

Our study focused on a limited set of 100 web-
sites, which may not fully represent the diversity of
real-world web traffic. Future work, especially when
considering the open-world setting, should consider
expanding the dataset to include a broader range
of websites, such as the top-1k Alexa sites, to bet-
ter understand the generalizability of our findings
across different browsing contexts. Larger datasets
typically require the use of more advanced machine
learning models which are better able to capture
the differences between websites. Intuitively, these
models should be even more sensitive to concept
drift.

6.3. Cache vs Network

In this research we examined the differences be-
tween CBWF and NBWF attacks in the context of
concept drift. Our evaluation revealed that both
of them are influenced by web content drift. In
contrast, we were only able to show significant in-
fluence of browser version changes on accuracy in
the CBWF setting. One possible explanation for
this was the fact that cache-based observations are
more closely tied to the browser’s code execution
patterns. Another explanation is simply that there
was too much noise present in the network-based
observations, which made the effect of browser ver-
sion changes difficult to detect. In general, while
attacks on the network were more accurate, the
general behavior was similar to that seen in attacks
on the cache. Therefore, the attacker can perform
either CBWF or NBWF. Since each method has
its advantages and disadvantages, the attacker can
chose whichever method they prefer. If attacker
can regularly inject JavaScript code into a browser



on the machine (e.g., through advertisements), they
can perform a CBWF attack, and if the attacker is
on the same network as the victim, they can per-
form an NBWF attack.

6.4. Browser Updates

One of our hypotheses was related to browser
updates. We expected that the Google Chrome
browser updates (both major and minor) would in-
fluence the concept drift due to small changes in the
browser’s engine. This hypothesis was found to be
significant only for CBWF. In NBWF, the drift in
the static website content experiment was not sig-
nificantly greater than the drift that happened over
time.

6.5. Advantages and Disadvantages of Different
Maintenance Methods

Previous works suggested dealing with concept
drift in website fingerprinting by periodically re-
training the model from scratch. Our work intro-
duces three more advanced methods for maintain-
ing the model’s accuracy over time: transfer learn-
ing, incremental learning, and N-shot learning. All
of these methods use a dramatically smaller amount
of fresh data than the full retraining method, at the
price of some decrease in accuracy. Each method
has its own strengths and weaknesses that have
to be considered when choosing the most method
suited for a particular attack scenario.

The incremental method achieves higher accu-
racies in most configurations, but it requires the
attacker to collect data and fine-tune the model ev-
ery week. This model is therefore best suited for
attackers who can maintain a constant data collec-
tion process, such as those who have access to the
victim’s machine or network for an extended period
of time.

The transfer method is more flexible, as it allows
the attacker to fine-tune the model with a single
set of fresh data, without the need for constant
data collection. This flexibility, however, comes
at the cost of lower accuracy than the incremen-
tal method. This model is therefore best suited for
attackers who can only collect a single set of fresh
data, but do not have the ability to maintain con-
stant data collection access.

Finally, the N-shot method is the most robust
to small amounts of fresh data, allowing the at-
tacker to maintain a high level of accuracy even
with a very small training budget. This suggests
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that the N-shot method forms a better generaliza-
tion of the website classification task than the other
methods, allowing it to maintain accuracy even as
the update data gets smaller. The N-shot method
is therefore best suited for attackers who can only
collect a small amount of fresh data.

The comparative benefits of each method are
summarized in Table @

6.6. Future Work

This work, which is the first to investigate the
effect of concept drift on website fingerprinting at-
tacks, opens up several avenues for future research.

Follow-up research could examine the impact of
concept drift on additional browsers, such as Firefox
or Tor. In particular, it would be interesting to see
how the effect of periodic updates to the “Gecko”
renderer used by Firefox and Tor, or to the We-
bkit engine used by Safari, is similar to the one we
observed in Chrome.

It would also be interesting to observe the im-
pact of concept drift on additional web-based at-
tacks, including traffic characterization and applica-
tion classification [45] 511, 48]. We hypothesize that
these types of data are less subject to change than
constantly-evolving webpages, and that the impact
of concept drift on these attacks would be therefore
less severe.

A final future research direction could focus on
countermeasures. As we showed in this study, tradi-
tional noise-based countermeasures, when properly
applied, can cause a significant drop in the accuracy
of the attacker, even if the attacker attempts to use
transfer learning or incremental learning to miti-
gate concept drift. Indeed, a countermeasure that
degrades the attacker’s accuracy in the complete
absence of concept drift is just as effective when
concept drift is added, since concept drift appears
to the classifier as a form of additional noise. These
countermeasures, however, are not always practical,
since they cause significant degradation to the user
experience [3]. It would be interesting, therefore,
to consider lightweight countermeasures which are
only effective for a non-zero Arr, explicitly lever-
aging concept drift to confuse the adversary. For
example, if a website periodically changes the order
of the elements on each page, while making sure the
rendered output is semantically and visually iden-
tical to the original, this may mislead an adversary
trained on the original order of elements, while ef-
fectively adding no additional burden to the user
or the network. Similar transformations may also



Use Case

Method Accuracy | Data Collection
Full Retraining Optimal | 100% weekly
Incremental Learning | Best 10% weekly
Transfer Learning Better 10% once
N-shot Learning Good 2% once

Full network access

Full network access, limited trace budget

Limited network access, limited trace budget

Limited network access, extremely limited trace budget

Table 4: When to Use Each Maintenance Method

be applied to images, scripts, remote resources and
other elements of the website. This form of coun-
termeasure, which assumes the existence of concept
drift as part of its underlying design, is an interest-
ing topic for future work.

7. Conclusion

In this study, we examined the effect of concept
drift on the accuracy of website fingerprinting at-
tacks. We presented three methods for dealing with
this drift and maintaining the model’s accuracy
over time: transfer learning, incremental learning,
and N-shot learning. Our results show that incre-
mental learning is the best method for maintaining
the model’s accuracy over time if the attacker has
the opportunity to constantly maintain the model.
If fine-tuning can be performed only once, the at-
tacker will benefit more from the n-shot learning
method. We also found that the Chrome browser
updates significantly influence the model’s accuracy
for cache-based fingerprinting, while we could not
demonstrate the same effect for network-based fin-
gerprinting. Our results show that it is possible
to maintain the model’s accuracy over time with a
relatively small amount of fresh data, providing ev-
idence that long-term website fingerprinting cam-
paigns are feasible, despite the effect of concept
drift. To facilitate further research in this area,
we make available the dataset used in this study, as
well as the scripts for data collection, model train-
ing, and experiments.

Appendix A. Supplementary Data
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Version Release Date

92.0.4515.159  2021-08-16
93.0.4577.63  2021-08-31
93.0.4577.82  2021-09-13
94.0.4606.54  2021-09-21
94.0.4606.61  2021-09-24
94.0.4606.71  2021-09-30
94.0.4606.81  2021-10-07
95.0.4638.54  2021-10-19
95.0.4638.69  2021-10-28
96.0.4664.45  2021-11-15
96.0.4664.93  2021-12-06
96.0.4664.110 2021-12-13
97.0.4692.71  2022-01-04
97.0.4692.99  2022-01-19
98.0.4758.80  2022-02-01
98.0.4758.102  2022-02-14

Table A.5: Chrome Versions Under Study




google.com
thestartmagazine.com
whatsapp.com
wordpress.com
baidu.com
XNXX.COM
csdn.net
xinhuanet.com
taobao.com
spotify.com
microsoft.com
dropbox.com
amazon.com
zhihu.com
bing.com
tumblr.com
live.com
jianshu.com
tribunnews.com
quora.com
instagram.com
medium.com
office.com
salesforce.com
reddit.com
1688.com
paypal.com
cnn.com
linkedin.com
nih.gov
imdb.com
aparat.co
fandom.co
researchgate.net

imgur.com
youtube.com
amazonaws.com
pornhub.com
apple.com
wikipedia.org
rakuten.co.jp
alipay.com
adobe.com
yahoo.com
espn.com
livejasmin.com
bongacams.com
twitter.com
soundcloud.com
ebay.com
so.com

jd.com
nicovideo.jp
stackoverflow.com
bbc.com
sina.com.cn
nytimes.com
xvideos.com
pixnet.net
360.cn
stackexchange.com
bilibili.com
onlinesbi.com
blogspot.com
mediafire.com
t.co

indeed.com

twitch.tv
xhamster.com
facebook.com
tianya.cn
yahoo.co.jp
booking.com
qq.com
chase.com
naver.com
pinterest.com
tmall.com
craigslist.org
aliexpress.com
babytree.com
sohu.com
discordapp.com
github.com
cnblogs.com
vk.com
daum.net
okezone.com
force.com
weibo.com
cricbuzz.com
msn.com
ettoday.net
yandex.ru
popads.net
haol23.com
roblox.com
netflix.com
globo.com
sogou.com

Table A.6: Top 100 Alexa sites, as of May 2021
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